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GAME HACKING

by Ross Simpson
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About Me:

I’'m a Ruby on Rails developer at Platform45 - we make web and
iOS applications and games: http://www.platform45.com

Have been hacking games, off and on, since 2005.

Twitter: @hypn
Email: ross@hypn.za.net
Website: http://www.hypn.za.net
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Not Covered:

Latest games - | want to avoid lawsuits and “history repeats
itself” (methods shown work for the latest games, eg: DotA 2)

FPS (aim) Bots - typically require DirectX/OpenGL programming
knowledge (and | have none)

* Android games - I'm an iPhone user, sorry!
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DISCLAIMER:

The “Terms of Service” / “Terms and Conditions” of most games

prevent you from decompiling or modifying game files, or
intercepting and manipulating data traffic.

Hack creators have been sued for making hacks (under “copyright
infringement”).

You might get banned from your favourite game.
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ZaCon 4 - Game Hacking

|. Console Games

|.1. Game Genie and others
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Game Genie

Inserted in to the NES before
game cartridges.
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Game Genie

Inserted in to the NES before
game cartridges.

User is prompted to enter
codes, which ultimately
overwrote game logic:
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Game Genie

Inserted in to the NES before
game cartridges.

HNORLD 1-=1 User is prpmptgd to enter
codes, which ultimately

overwrote game logic:

-
infinite lives




o= = [UFays TS =
FHME RS KM //“\

Game Genie

Inserted in to the NES before
game cartridges.

User is prompted to enter
codes, which ultimately
overwrote game logic:

infinite lives

super powers
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o= = [UFays TS =
FHME RS KM //“\

Game Genie

Inserted in to the NES before
game cartridges.

User is prompted to enter
codes, which ultimately
overwrote game logic:

infinite lives

super powers

kill Toad!
(change the game)
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mutliple consoles.

' N o .
\ | ma/puunpmsmmu,z \| <= / ' Game Genie is available for

/
k A G/ MESHARKT -
~ Lhdeo Game Enhancer

a r'—j Wanna Beal the Game?

Uous voulez remporter la vicloire & loul coup?

2 uoneisield l

Many similar devices and
Select From Hundreds Of Codes! . & | SYStemS have been Cl‘eated,
Acoeder Aux Cantaivos De Codos Mis A Votre - S _ / »/
| Diasosion | L, . - v such as the GameShark.

Q AddAnd Update Your Codes With Ease!

AioutezDos Cades Ou Effectues-EnLa Mise A
Niveau EnToute Facilité!

Gameshark.com

The official site for new
codes, dewnloads, news,
reviewe and sverything
you need o “beat the
game’”

Lo site officiel des
derniers codes, des
programmes A telocharer,
dos articles ¢t teut co
dont vous avexz besoin

wa.br" z ”|| lllii pour “gagner & lout coup™!
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ZaCon 4 - Game Hacking

|. Console Games
2. DOS Games

2.1. Memory Scanning
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Game Wizard 32 Shareware v3.0 (Fl=Help)

Game Wizard 32 is a DOS
memory scanner

Main Menu

Memory Address Search

Result of Memory Address Search

Table of Memory Locations

Edit Memory Contents

File Manager

GamMe Playing Speed

Picture Grabber (Capture Graphic Screen to Disk)
Boss Screen with Password Option

Uiew Current Program Screen

Load Previous Saved Program From Disk

Save Current Program To Disk

Crash Back to Dos (Exit the Current Program)
Dos Shell

Esc=Quit Registered to: Unregistered Uersion

S f-'l_ 2 S
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Game Wizard 32 Shareware v3.0 (Fl=Help)

Game Wizard 32 is a DOS
memory scanner

Current Search Method

Basic (4MB)

Search for a value (eg: health,
' ammo, money) in game

Memory Search

Search for: _

Ctrl-E=End Current Search Ctrl-P=Previous Search Esc=Main Menu
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Game Wizard 32 Shareware v3.0 (Fl=Help)

Game Wizard 32 is a DOS
Current Search Method memory scanner

Basic (4MB)

Search for a value (eg: health,
ammo, money) in game

Progress Report
Keep searching for the value,

as is it changes
15 % complete

Ctrl-E=End Current Search Ctrl-P=Previous Search Esc=Main Menu
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Result of Memory Address Search

Game Wizard 32 is a DOS

Current Ualue Byte: 61 MWord: 16781 Dword: 1262835421 | 15 Matches memory scanner

1. BBB34F32

Search for a value (eg: health,
| ammo, money) in game

% 2. BB1A2A90
Keep searching for the value,

as is it changes
* 3. BB1A2BAC
Find the correct memory

« 4. AA1BAEGS address (trial and error)

T4 PgDn PgUp Home End A=Add Table Entry Enter=Select Memory Address Esc=Main

L |..1
""
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Table of Memory Locations : :
Table Created By: Unregistered Uersion Game Wizard 32 is a DOS

Freeze Description Size X Address Value memory scanner

(«) B@. Health BYTE »B@1B9ES8 = 166 .
This unregistered version only allows one entry in the Table Table Search for a value (eg° health’
of Memory Locations. Up to 98 entries can be entered; Modified and ammo, money) Ta game
freezed in Game HWizard 32 Pro and Game HWizard 32 Standard. To
register, please complete the registration form provided and mail it

along with the appropriate payment to the address below: Keep searching for the value
Enhanced Software Design Inc. ’

P.0. Box 92241 as is it changes

2988 HWarden Ave.
Scarborough, ON .
Canada MIM 3YS Find the correct memory

Call (416)492-8157 for credit card orders. address (trial and error)

Enter a new value, and

. . “freeze” it if desired
Enter=Edit Value E=Edit Entry F=(Un)Freeze Memory Ins/Dlel=Insert/Delete Entry

A=(Un)Freeze All I=Index Table N=New Table L=Load Table S=Save Table
T PgDn PgUp Esc=Main Menu

- , 1- e
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GAME HAEEMMG

Game Wizard 32 is a DOS
memory scanner

Search for a value (eg: health,
| ammo, money) in game

Keep searching for the value,
as is it changes

Find the correct memory
address (trial and error)

Enter a new value, and
“freeze’ it if desired

| v
o A God mode!
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ZaCon 4 - Game Hacking

|. Console Games
2. DOS Games
2.1. Memory Scanning

2.2. Hex Editing save games
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Menu (F10) £/ 1000 #1000

Take note of the value (eg: .
health, ammo, money) in .
game to be changed, and

create a save game

’1..1
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00000040k
000003100k
00000110k
000003 VAOK
0000 03{0F
00000)E10F
00000310k
0000160:
00000) 0k
0000 0)ki{0F
0000030k
000003310k
00000)8:{0F
0OOO1CO:
0000080k
OOOOO1EO:
OOOOO1FO:
00000740 0%
0.0.0.0.0 74 L0 B X3
0000OZ20: E8
0.0.0.0.0 745 {0 B s

SRR R RO R R R R RO R R R R R R <
BEBZBIBIZZIIZIBZEE

03
03
03

Take note of the value (eg:
health, ammo, money) in
game to be changed, and
create a save game

Open the save game and find
the hex value of the amount
(bytes might be switched)

PPEIIIIIEIE
1838888888888
1388888888888

]000 = O3E8 in hex

23838388388888888
4343434838343
= 53333883888888
§;88888888888888

00000240: 00 00 00 0O0-00 0O 00 OC
50 %%ED&)—EBOBEB(%)—
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SAVEL . SA 1FW0 00000 <Ed1 83294 || Hiew 6.50 (c)SEN
000000 YOk

000003100k
00000110k
000003 VAOK
0000 03{0F
00000)E10F
00000310k
0000160:
00000) 0k
0000 0)ki{0F
0000030k
000003310k
00000)8:{0F
0OOO1CO:
0000080k
OOOOO1EO:
OOOOO1FO:
00000740 0%
000007410k
00000740k
0000070k
0000074510k
0OOOOZ50: 00 00 00 OO-E
1I | 2} | 3] | 4]

Take note of the value (eg:
health, ammo, money) in
game to be changed, and
create a save game

Open the save game and find
the hex value of the amount
(bytes might be switched)

PRI IERE
2238838883833 33 3K
8388883888888
8888888888888
2388888838883 3

]000 = O3E8 in hex

\

SEEE3838388888888
3838888388388888888
3282888888888888
23838388388888888
342 434834343444:
SEE838388888888
2383838388388888
N Eee88888888888

3838338838838 3888888888
344442 44444388 38343444

Overwrite with the new
value (trial and error)

BEXIIINOIRIBEBIEZIZZIEZZEE

31337 =7A69 in hex

L i=e

I..I.n]
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Menu (F10) &£ 31337

Take note of the value (eg: .
health, ammo, money) in .
game to be changed, and

create a save game

' Open the save game and find
the hex value of the amount
(bytes might be switched)

]000 = O3E8 in hex

Overwrite with the new
value (trial and error)

31337 =7A69 in hex

Profit!

I'I_ I_I_ I'l_ I'I_ I_I B |_ I'I_ i'I_ I'I_
=t =1 = = - =1t = = -
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ZaCon 4 - Game Hacking

|. Console Games
2. DOS Games
3. Windows Games

3.1. Diablo | & Memory Scanning
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GAMEN HACKTNG o

\p) L Spiro Memory Hacking Software

MHS (“Memory Hacking

File Search Tools Window Help . "
R— X DEd NE 6@ Software”) is a great -
Ad | . | Description Address Current Value Value When Locks Wlndows memory Scanner

dress Value Current Value

ln]

,.'IITI"F‘ITITITITIT e

"'

e .'II‘FI_F'I_.'ZI_.'ZI_.': F

=1 =1 =1 = =7 =1 I~ =7 =7 I~ =1 =1 I~ =1 I~ ==
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MHS (*Memory Hacking
Software”) is a great

WIRT THE PEG-LEGGED BOY .
Windows memory scanner

. Some game mechanics are
available to the game client
] HAVE SOMETHING FOR SALE, even if not shown

BUT IT WILL COST §© GOLD

TALK TO WIRT

JUST TO TAKE A LOOK.
WHAT HAVE YOU GOT?
SAY GOODBYE

hrhrhrhrhrhrhrr%rFrFrFrF CEN hrhrhrhrhrhrhrrkrFrFrk

R o re?”



BRSOV " S Lih T MHS (“Memory Hacking

| HAVE THIS ITEM FOR SALE : YOUR GOLD : Software”) is a great
B Windows memory scanner

%t ' Some game mechanics are
CAPE OF HEALTH available to the game client

-1 DAMAGE FROM ENEMIES .
ARMOR: 2 DUR: 12/12, NO REQUIRED ATTRIBUTES even If Not ShOWﬂ

Eg:Wirt’s “Cape of Health” in
Diablo |

- o — - - — ————

I.| I.n]
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GAME HACKSING ey

W L. Spiro  Memory Hacking Software

MHS (“Memory Hacking

File Search Tools Window Help "
R— X DEd NE B & Software”) is a great -
YN [P — - :
. X ' \ | Description Address Current Value Value When Locke Wlndows memory Scann er
-~ ddress Value Current Value X
String Search —$
e — Some game mechanics are
ype: . .
I available to the game client
String to Find: cape of health .
even if not shown
Hex Bytes:
‘Options |
[ Match Case 7] Algned Eg:Wirt’s “Cape of Health” in
| Match Whole Word Only ’
General Search Options D|ab|0 I
Search Range
From: To: - ¢ - ’ I
00400000 ~  7FFF0000 = Domg a string search for it
Finds string “cape of health” in a case-insensitive way. Searches | N M H S. ..
every 4 bytes.
K Cancel

an

L .1 >
,’FI_H_FI_FI_EI_.':I_H_P I— 'I

=1 =i =1 = =7 =1 = =7 =t [ =1 =1 I~ =1 I~ -

’FI_T-'I_FI_EI_PI_.': r
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W Diablo.exe Opened by L. Spiro

d K d
o LJH'

€6 .
File Search Tools Window Help MHS( Memory HaCklng

Found Addresses x DEE RE B @ Software”) is a great
5 | (B | :
NR] R\] f‘ . | Description Address Current Value Value Whe WlndOWS memory scanner

, \ Address  Value

Some game mechanics are
available to the game client
even if not shown

Eg:Wirt’s “Cape of Health”

Diablo |
Expression Evaluator X : » . ey :
== Doing a “string” search for it
E— . in MHS... finds the address,
which can be read in the
Expression fUtU SH

NN f-'l_ 2 S

=1 =1 =1 = ~=f -
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ZACON ITEM OF L3IITNISS

DPAMAGE: 99-99 DUR: 99%9/99%

NOT IDENTIFIED

REQUIRED: 18 STR

——
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Diablo | had no multiplayer
“state” checking

Game clients dictated the

- stats of their character to
each other (peer to peer, via
Battle.Net)

Character stats could be
changed

Items could be exported,
imported and modified

Custom items could be

created (eg:"“Zacon ltem of
L33tn3ss”)
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ZaCon 4 - Game Hacking

|. Console Games
2. DOS Games
3. Windows Games
3.1. Diablo | & Memory Scanning
3.2. StarCraft | map hack with OllyDbg (debugger)
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Making of a StarCraft map
hack:

|. explore a new area, and
 search for “unknown’ data

lllllll

Terran SCVY
Private
Kills: O

PR "
e S
.. O

I.. I.n]
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Making of a StarCraft map
hack:

|. explore a new area, and
 search for “unknown’ data

2. leave the area, and search
again

Terran SCVY

Private
Kills: O

I.. I.n]
"‘
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Making of a StarCraft map

File Search Jools Window Help

ot Ao X DEd XE @& hack: 3
2 3\‘ ﬁ] Description Address Current Value Value When Locked Type
_ 9| Address  Vvalue Current Value #
0S7D5A38 253 255
L = |. explore a new area, and
057D05A40 253 255 ¢¢ b3 )
remeass 2o - search for “unknown’ data
0S5705A48 253 255
0S7D5A4C 253 255
e =k 2. leave the area, and search
05705C3C 253 255 -
057D5C40 253 255 agaln
05705C44 253 255
0S7D6A40 255 255
057D6A44 255 255 : _
057D6C3C 255 255 3 repeat untll “SUSPIC|OUS”
05706C40 255 255
OS7D6C44 255 255 results are found (lots of
05706C48 255 255
OSTDECAC 255 55 - addresses changing between
— < two values, in order)
| =
Expression: -
4. copy one of these
Expraesion addresses

ln]

,.'ZI_.':I_FI_EI_.':I_.CI_EI_.': :—

"'
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Making of a StarCraft map ..
hack: e

C| File View Debug Plugins Options Window Help —
B x| »n] w5 -'-l L|E|M|T|W|H|C|I|K|B|R|...|s| HFikd

» Regtsters (FPU)
r 5. attach OllyDbg to the
EIP 00460160 StarCraf. 00490168 game, and put a breakpoint

| Backup | S S bt omEnren on the memory address
| Copy B
B Binary > br

Breakpoint » Memory, on access

Search for > Memory, on write N

potiet Go to ; Hardware, on access » 4";’: 'ﬁ:' E::j?;*;:-.

| V| Hex > Hardware, on write y b
: Text > Hardware, on execution
: Short »
i Long 4
E Float »
I Disassemble -

Special »

Rddress |H: Appearance > 1 - ji_ ,

SCE2 Rl ovov v rrovor e a® 8

DSC40 FF 68 81 92 FF 90 61 92, .08 .08
DSC4S FF 08 81 92 FF 00 81 92 .00 .08
GE7DSCE0 FF 98 81 92 FF 06 61 o2 .00 .08
G570SCSS FF 68 61 92 FF 66 81 82 .08 .08
OE70SCCO FF B0 81 92 FF 68 61 82, .00 .00
J570SCES FF 98 81 92 FF 66 61 92 .08 .08
Bs70SCP0 FF 68 81 92 FF 08 81 92, .00 .09
DEC7S FF 98 681 92 FF 006 61 92 .00 .00

S70SCE20 FF 60 81 02 FF 68 81 62 .08 .08 = laaierncd| bant aeean =
C22|FF @0 84 22 FF 00 84 22| .&5" .&" ot scacel [agin: 5| o
l ‘Running

I..d =0

R

=1 =5 =T
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EOllyDbg StarCraft.exe - [CPU -
File View Debug Plugins Options Window Help
. L ] IR | 1
BI«I x| w0 wi+: 3313 =] = n|E[M|T|W H|C =
28480129 BTG MOU DWORD PTR DS:[EDX],EBX vers (FPU)
Bu4o9196| S3C2 58 ADD EOX, S8
Ga48915E 8958 FC MOU DWORD PTR $S:(EBP-4), EDX 00 1 FOB
|| 88SS F4 MOU EDX,DWORD PTR SS:(EBP-C) BEEn 13
- %Il 284291° B3CF ADD ECX,EDI {FIF1FIF
B3F8 ADD ESI,EAX 8018F D38
4q OEC EOX ‘:A-"I Fn
8955 F4 MOU DWORD PYR SS:([EBP-C),EDX ﬁqrﬁlpn,
A?s 02 \JHZ SHORT Starcra‘.ee‘eel?e ‘-4 '."'- '-"'1';"’
8840 FC MOV ECX,DWORD PTR SS:(EBP-4) caiacates
88SD FS MOV EEX,DWORD PTR S5:(EBP-8) 8048018¢
8845 F9 MOV EAY,DWORD PTR SS:(EBP-18) .
S1ES S5CA10896 SUB ECX, 15C
43 INC EBX
43 DEC EARX
8940 FC MOV DWORD PTR $S:CEBP-4),ECX
g9CD F8 MOV DWORD PTR SS:[EBP-2),EBX
8945 F9 MOV DWORD PTR SS:(EBP-18],EAX
~ABFEE 72FFFFFF  JNZ StarCraf.B0480130 .l -
8845 EC MOV EAY,DWORD PTR SS:(EBP-14) eyl
83C3 83 ADD EBX, 3 80210206 |
21C1 eCe1ee9s  ADD ECX, 18C A
43 DEC EARX PS94
898D F8 MOU DWORD PTR S8:(EBP-8),EBX 1A
8940 FC MOV DWORD PTR SS:([EBP-4),ECYX
8945 EC MOV DWORD PTR SS:[(EBP-14),ERX g
~BFEE 46FFFFFF  JNZ StarCraf.20480120
cF POP EDI ,
EE POP ESI
c8 POP EBX
8BES MOV ESP,EBFP
&0 POP EBP
c3 RETN
cC INTZ
cC INT2
CC INT2
cC INTS
cC INT=
cC INT3
cC INTZ
CC INT=
301E3| CC INTS I
aga4saicnl oo INIZ
EBX=1F1FIF1F
DS: (8S6D13COI=1FIFIFIF
|ascrr | R

Rddress IHex dunp

--------

........

8818FD98

FFFF [ﬂj jﬂj jﬂjuj L} {1[ jﬂjﬂj fﬂf :'

| | Memory breakpont when writing to (05801 3C0)

=

S r- . =

I.n]
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Making of a StarCraft map ..
hack: e

5. attach OllyDbg to the
game, and put a breakpoint
on the memory address

6. wait for the game to pause
(map being redrawn)

|_I"'|_FI_I'|_I'|_I'
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GAMEN HACEKTNG o

EOllyobg - StarCraft.exe - [CPU - main t

Making of a StarCraft map

C| File View Debug Plugins Options Window Help — :
BI«IXI > 1] w4 | s | E[M|T|WH|C haclk: .
156|832 58 HOD EDA R0 Sooamale Lese (PR
1450126 8956 FC MOU OWORD PTR $S:CEBP-4),EDX
M| co4c0191) £8SS F4 MOU EDX,DWORD PTR $35:(EBP-CJ
~Wass & X e
2955 Fa HGU DWORD PTR SS:CEBP-C),EOX 5 a.tta.Ch O”)’Dbg to the
~7S D2 JHZ SHORT StarCraf.084286170 Nl AAGARAA
=0T |l ECo DR I SHER T L d breakpoi
2845 FQ MOU EAX,DWORD PTR S5:(EBP-10) " (@ (£0 ABME S951s (O FEEEREES game, an PUt a Drea (P0|nt
S1E9 5CP1000D | SUB ECK,1SC 5 1 €3 0023 a2bit O(FFFFFFFF
834D Fe HGU GWORD PTR SS: CEBP-41, ECX ¢ 9 DS 0028 32bit OFFFFFFFF) on the memory address
2950 F3 MOU DWORD PTR $S:(EBP-2, EBX SRR R
1155 £945 F@ MOU DWORD PTR 35: (EBP-18],EAX 19 & gebl i
55 ABFSE 72FFFFFF | JNZ StarCraf.00489130
139 2845 EC MOU EAX,DWORD PTR $5: (EBP-14) | g
S1C: 6010008 | ADD ECK, 10C . e e e Se PR DA :
ke 379 empty —_:‘f-_? FFFF 000093 {__, E;----ﬁ:sg__s 6 f h
2350 Fa HGU DWORD PTR $S:CEBP-8), EBX TS Y 55 FFEE Jee70cae Loictaee . walt for the ga’me to Pause
it BBE Mo tep e sioednen Y e oo .
104 o508 SEeerrer | Startear ogeobie 13 55ty Sekon sosnanonan (map being redrawn)
&l SE POP ESI B SRR ﬁ ﬁ- """"""
) c8 POP EBX 17 anpky D
SBES MOU ESF, EBP
€0 POP EBP
: 7. modify the code to al
45a1E5| Cse2 IFIFIFIF  |MOU DWORD PTR DS:[EDX), IFIFIFIF . Modi y the code to a Wa)'S
00489188 AEC HE .iI;;;BE-HE?-:T StarCraf . 00420188 ¢ ’9 .
SOIET o i set the “shown” value (jump
CC INTZ .
c LS eee - to code cave if necessary)
Address | Hex dump ‘ |ascrr | A QIEOE.
,-
| Running

I..d _-
b S0
-l

T _r,_r,_r__.r_r"_rf‘_rr_rr_rf_rr_rrl_ ‘

—1 =1 = [- =1 [~ =

|_I"'|_FI_I'|_I'|_I'



ME

‘m\

]Hf—l’

Making of a StarCraft map
hack:

5. attach OllyDbg to the
| game, and put a breakpoint
on the memory address

6. wait for the game to pause
(map being redrawn)

/. modify the code to always
set the “shown” value (jump
to code cave if necessary)

Terran SCV _ .MENU
Private T
Kills: O 2 Map hack!
N (in multiplayer)

e et l'”""‘\
e S
s O

r

J
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Unlike Diablo |, StarCraft has

“state” checking, so values
couldn’t just be modified...

.. (flawed) game logic has to
be exploited

“The Zerg Mineral Hack works by
sending a command that tells a
TR .Y larva to morph into an invalid unit,
Bl O NP ST g R (T which is worth 564 minerals.Then,
SISO S . RS the morphing auto-cancels (it's a
feature of the hack, not the exploit)
and the player receives 514 extra
minerals.” - Zynastor

"/l“ —_ T )
{u'il'nmumulu,,‘ R
! . = — l b i

Zerg Larva

\e L TN
1A
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Unlike Diablo |, StarCraft has

“state” checking, so values
couldn’t just be modified...

... (flawed) game logic has to
be exploited

“The Zerg Mineral Hack works by
sending a command that tells a
larva to morph into an invalid unit,
which is worth 564 minerals. Then,
the morphing auto-cancels (it's a
feature of the hack, not the exploit)
and the player receives 514 extra
minerals.” - Zynastor

MENU

\e L TN
1A

Al ™ | WL E L
__— "l' "‘
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Unlike Diablo |, StarCraft has

“state” checking, so values
couldn’t just be modified...

... (flawed) game logic has to
be exploited

“The Zerg Mineral Hack works by
sending a command that tells a
larva to morph into an invalid unit,
which is worth 564 minerals. Then,
the morphing auto-cancels (it's a
feature of the hack, not the exploit)
and the player receives 514 extra
minerals.” - Zynastor

MENU

\e L TN
1A

Al ™ | WL E L
__— "l' "‘
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Unlike Diablo |, StarCraft has

“state” checking, so values
couldn’t just be modified...

.. (flawed) game logic has to
be exploited

“The Zerg Mineral Hack works by

sending a command that tells a
| KA A larva to morph into an invalid unit,
ey S g R T which is worth 564 minerals.Then,

7 1 T | the morphing auto-cancels (it's a
feature of the hack, not the exploit)

and the player receives 514 extra

minerals.” - Zynastor

MENU

| 600 minerals, seconds in to
the game, and counting!

\e L TN
1A

ol | WL L
R "l' "‘
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ZaCon 4 - Game Hacking

|. Console Games
2. DOS Games
3. Windows Games

3.3. World of Warcraft & more memory hacks

hrhrhrhrrhrhrr e '_ (R rhrhrhrr,;r'_ e 9 [



J r— a Bk

Jl‘m”l‘?”[—

J H L J | . i

“Memory Hacking” is often
thought to be simple,
limiting, and “lame”

 Many hacks can be achieved
by changing, or freezing,
memory values:

Teleporting, flying, no-
clipping, speed hacks, etc

|..1

2 o

4 r'_ F'_F'_F'_ I

2 A

< &
Jhrhrhrhrhrhrr F'_F'_F'_ F'_F r'
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“Memory Hacking” is often
thought to be simple,
limiting, and “lame”

. Many hacks can be achieved
by changing, or freezing,
memory values:

Teleporting, flying, no-
clipping, speed hacks, etc

Spammers make use of them

= "l‘

R R E F'_ F'_F'_F'_ F'_r R R R R EE R F'_F'_F'_F'_r
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“Memory Hacking” is often
thought to be simple,
limiting, and “lame”

Many hacks can be achieved
by changing, or freezing,
memory values:

Teleporting, flying, no-
clipping, speed hacks, etc

Spammers make use of them

Sometimes “restricted” Spell
IDs are found, and used, by
non-GameMasters, resulting
in mass (in-game) death

‘o..t’,;\ ":’:v.’ *

. VW - : '/ ,"..1. » WS v -." :
! ‘ ST > ’ $ 1‘ - \_.' ‘
P olessor M af“ \) I“‘ )

>~ ...amnrrf‘l.\l ’ : <+ ;.0 N _— i‘ ,-:A"Jf.' AU ge! de‘»'lw '). .\

r

J
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ZaCon 4 - Game Hacking

|. Console Games
2. DOS Games
3. Windows Games
3.3. World of Warcraft & more memory hacks

3.4. Kartograph

hrhrhrhrrhrhrr e '_ (R rhrhrhrr,;r'_ e 9 [
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“Kartograph”, shown at
Defcon 18, takes an

interesting approach to game
hacks:

Game memory is monitored

"" ""

rrrrpr;rrr r;rn S

i r;rrr LF
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“Kartograph”, shown at
Defcon |8, takes an

interesting approach to game
hacks:

Game memory is monitored,
and shown as a “heat map”,
making identifying data, and

making (especially map)
hacks, much quicker and
easier

| can’t do them enough
justice in these slides, visit

http://elie.im/talks/kartograph
to learn more about it!

rfrfrrr


http://elie.im/talks/kartograph
http://elie.im/talks/kartograph
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ZaCon 4 - Game Hacking

|. Console Games
2. DOS Games
3. Windows Games

3.5. Ultima Online “POL” server exploitation with W32Dasm
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“POL”, an Ultima Online

File Edit Format View Help

Tactics 1001140 ' server emulator, stores it’s -
data in key-value based text

Meditation 1000590
Poisoning 1000000
Archery 1000000

N1n1?g 1000000

Stealing 1000000

Tailoring 1000000 ﬁ IeS.
Thaumaturgx 148

swordsmanship 1000000

macefighting 1001320

} oSt ing 00000 | 500000 An advisory was mailed out,

Character suggesting that if someone
e N r where to insert a “newline”
Name hypn

serial O0x6

ObjType 0x190
Graphic 0x190
color Ox3ea

character additional
properties could be inserted.

i

Y 1

Z 28

Facing 6 : 2

cprop  logontime 13923 = LUCkll)’ thlS was deemed
CProp ] onlineime 13923 ) .t)l

TrueColor Ox3ea .

TrueObjtype 0x190 ImPOSSI = ’)

Gender 0

STR 24576

INT 2048 :
DEX 2048

OEX_ 20 So | set out to do it...
MANA 10

STAM 10

HitsRegenrRate 100
ManarRegenrRate 100
Tactics 100 3

NN f-'l_ 2 S

=1 =1 =1 = ~=f -
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umm&gr

. Hair Stile
N Facial Hair StEIe»

_— w
-

‘——" ~ -
-3 -
\ -\ .

-
'

Bl e Wi

>~~, A N \\ _ o - \ ' ‘
Eea,. D LS R Quit

CHERHCTER NHME

ARAACMA Level test

SKin Tone
' Shirt Cofor
Pants Color

Hair Color

Facial Hair Cofor|

- Bt e e y
e S —— E‘

g
B

hrhrhrhrhrhrhrrFrFrFrFrk

L L
- I"l

NG
o

Game clients often restrict
input, but we can put in
“markers” (the third “A” in
this case)
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W L Spiro  Memory Hacking Software

File Search Tools Window Help

Game clients often restrict

- 1 1 r ‘ " 0% r Y = A . . \
Fovimd Addrareac X DEd RE B & input, but we can put in
| AN . | Description Address Current Value Value When Locks
' Address  Value Current Value

“markers” (the third “A” in
this case), and then search for

T)ata-Type Search

it's hex value in memory...
Search
Data Type Evaluation Type
[Byte vJ [Exact Value vJ
Value to Find:
65 -

Options

AN —

| Enable “"Same as Original” Sub Search

General Search Options

Search Range
From: To:

00400000 v 7FFFO000

v

Find Byte (0 to 255) values equal to 65. Searches every byte.

Cancel

an

&
,‘FI‘EI"FI_FITITITIT Y M

.—l_.':I_.'ZI_.':F

i i 0 Ir ]
=t =1 =1 = =1 = = [= [~- =1 =i =1 = = [~-
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Game clients often restrict
input, but we can put in
“markers” (the third “A” in

CHERHCTER NHME

this case), and then search for
 it’s hex value in memory...

- AT \': ‘- \4‘“‘_1‘"\\" : 23 i e et - .

Hair Styfe A Skin Tone |
o o . (changing it
! Facial Hair StEIe» ‘ ’ L ‘i $hirt Color

" Pants Cofor

Hair Color

| Faciaf Hair Cofor

o & WL W L
_— "l' "l'
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W L Spiro Memc -king Software

File Search Tools Window Help

Ervind AdAdvraccar

X 02 E KE B &
VN [

. | Description Address

Game clients often restrict _
input, but we can put in -
“markers” (the third “A” in

this case), and then search for
it's hex value in memory...

|

Current Value Value When Locke
Address Value Current Value

" Sub Search

[ Information

Previous Type: Data Type (Byte, Exact Value)

(changing it, and searching for
Previous Results: 3276555

it's new value, until we find it)
Sub Search
Search Type:

Exact Value

Value to Find:
66

a4

[

Within the previous results, find 66.

Cancel

an

&
,’F!__.':rlf'.'l‘rl__,.'ilr__.':rl__.':rl__,.'ilr__.':r_ afnl ,’FI‘FI‘F‘ITITI_" :

| i r
M=l M= =] =] =] =
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?vlodify Address

Game clients often restrict .
input, but we can put in -
“markers” (the third “A” in

this case), and then search for

Vale it's hex value in memory...
Cur Value: 10

Main | Normal Address | Script Address | Script Lock [ Hotkeys I Auto-AssembIe‘

/\ General
' Dt Undescribed

b N Description:

v

(This value will be written in the target process once when you hit OK.)

(changing it, and searching for
it's new value, until we find it)

Type: Byte v | L) SN as Unicoge Show as Hex
Lock

, | 1 Locked (Intermediate Check Leaves
Lock Type: Exact b Item Locks As They Are)

..and then replacing it with
Value When Locked tho |.| Iol I.
B = something like, like a newline

66

Miscellaneous

Base: 0x25130C2A inal: Ox25130C2A

Module:

|

,‘Frl__P[,Frl__,.':I_FII:.':rI__,.':Ir__.': F ', e ' ,‘FFT—’I_F'I_.':I_.':I_.':I_F

=1 =7 =1 I~ -
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Game clients often restrict
input, but we can put in
“markers” (the third “A” in
this case), and then search for
 it’s hex value in memory...

SKin Tone e

(changing it, and searching for

N : R b ' .\.T-\‘
‘\ \ 0 { L ): |
| Facial Hair StEIei R : : | Shirt Cofor j it's new value, until we find it)
: N 4 a ;‘ |' e | A ." \\ '.i :
| | | S a |
docount | | | e 1 R |
| | -

Pants Color

..and then replacing it with
| Hair Cofor something like, like a newline

| Facial Hair Cofor,
)

1
;
3

e W | Lo Ll
o —_—— "l' "P

hrhrhrhrhrhrhrrFrFrFrFrF R rhrhrhr;rhrhrrFrFrFrk



lllllllllll
lllllllllll

Game clients often restrict
input, but we can put in
“markers” (the third “A” in
this case), and then search for
it's hex value in memory...

(changing it, and searching for
it's new value, until we find it)

..and then replacing it with
something like, like a newline
(or something else more
malicious?)

Game clients don’t always
like us doing that... BUT...

'I.| I.n]

NS

hrhrhrhrhrhrhrr%rFrFrFrF r' hrhrhrhrhrhrhrrfrfrfrk
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JZ= URSoft W32Dasm Ver 8.93 Program Disassembler/Debugge

W32Dasm (aka WinDasm) is

Disassembler Project Debug Search Goto ExecuteText Functions HexData Refs Help b,
e N T e 1o v e o = a decompiler which can find "
text strings in an application

Disassexbly of File: D:\Games\UOZ\client_l. 26 4.exe
Code Offset 00001000, Code Size Q00021000
Daztza Offset Q000F5000, Data Size 00012000

Numbexr of Objed w32Dasm List of Stri e
CbjectO0l: .g : : .
Object02: . z[ To Search Disassembly for String Data, Double Click on Text Cancel Search
Cbject03: .dl| — —
Cbject04: UV “L{"Pe -
LIELEAEE <D "Ultima Messenger not available"
"Ultima Online does not appear "
"ULTIMA ONLINE GM CHAT"
THEFrEEF T T | ltima Online Local Translation "
"Ultima Online"
Thexe AN "ULTIMA ONLINE™
""ultima-registration.com"

sz snsas | N 'Unacceptable name."

"unicode bark qump”

There "unicode edit list gump"

"Unicode Speech Ernor"
"UnicodeCalcinfo: text == 0, code "'
"UnicodeSetSpacewidih()"’
"unifontZd. rul"

"unifont, mul"

Close l

++++++dreee++t
Number of Impo

Import Modu
Import Modu
Import Modu
Import Modulss

Copy Al Copy View

Import Module 005: WSOCK32Z.dll
Import Module 006: COMCTIL32Z.dll
Import Module 007: MSVEW3Z.dll
Import Mcodule 008: DDRAW.d11l
ITmport Mcodule 005S: DSOCUND.d1l

<

Line:0 Pa 1 of 8406 File:D:\Games\UO2\chent_1.26.4.exe

1. a . s
R R R

r al = mmimip r’rr-r'l—r'l—r'rl

I"_I"T_I"I_'I"I'_l"l'_l'
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Disassembler Project Debug Search Goto ExecuteText Functions HexData Refs Help
B 0 ' " ™ ;
l‘:”.‘ @é"% ‘ m.th ‘ ff;‘_‘ ’ ‘ ‘ '{'Fp'.' = X l ‘ _EL'”_ I

* Referenced by a (U)nconditional or (Clonditional Jump at Address:
| :0041EC75(C)

I

:0041ECSD 5z2 push edx

0041ECSE =3=ZDES0os0p ~all . _nnAnACaAN

-00412Ca3 83cs0: 0041=C75(C)

:0041=CA6 85CC
:0041ECA8 742C
:0041ECAR 6AR00
:0041ECRC €R00
:0041ECA=

:0041ECBO 53 push ebx

* Possible StringData Ref from Data Obj ->"Unacceptable name."
:0041=CB1 682C934F00 push 004F3932C

:0041=C8B¢é C7436C00000000 mov (ebx+6C], 00000000

:0041=C8D 862700300 call 00455D30

:00412CC2 83C414 add esp, 00000014

:0041=ZCCs SF pop edi

:0041ZCCe SB pop ebx

:0041ECC7 8B4Cz404 mov ecx, dword ptr [esp+04]
:0041ECCB €4850D00000000 mov dword ptr £s:[00000000], ecx
:0041ECDz 83C410 add esp, 00000010

:0041ECDS C3 ret

* Referenced by a (U)nconditicnal or (C)onditicnal Jump at Address:
| :0041ZCA8 (C)
I

<

Line:53771 Pg 1076 and 1077 of 8406 File:D:\Games\J02\client_1.26.4.exe

alEy l"’I'I_I'I_I'I_I'I_I'Il'l

=1 =1 =1 = = =t [={ (= = =] [~

L
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W32Dasm (aka WinDasm) is
a decompiler which can find
text strings in an application,
and show us the code around
them

In this case there’s a
“Conditional” jump from

004|ECY7/5

rl—rl—rrr
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Disassembler Project Debug Search Goto ExecuteText Functions HexData Refs Help

BBV |

D

,SthJ ‘

Dxnsyl Code
BMoxi BMox

Sten

mRer

Imp
mF

|

:0041ECTS 7326

:0041ZCY°
:0041EC7¢
:0041EC7S

jnb 0041ECSD
push eax
wuwah eax

:0041EC7B

. ODREOREISae | - -

:0041EC7C .

:00412C81 89543¢eC
:00412C84 E8A7700300
:00412C85 83C414

:0041=2C8C SF
:0041EC8D SB

:0041EC8E 8B4Cz404
:0041ECS2 ©4850D0000000O0
:0041ECSS 83C410

:0041=C8C C3

mov dword ptr [ebx+6C)], eax

call 00455D30

add esp, 00000014

pop edi

pop ebx

mov ecx, dword ptr [esp+04]

mov dword ptr £s:[00000000], ecx
add esp, 00000010

ret

* Referenced by a (U)nconditional or (Cl)onditicnal Jump at Address:

| :0041ZC75 (C)
I
:0041ECSD 52

:0041ECSE EBEDBS0500
:0041ECA3 83C404

:0041=CAe 85C0
:0041=CA8 742C
:0041=CAA 6A00
:0041=ECAC €A00
:0041ECAE 6A01
:0041ZCB0 S3

Line:53752 Pg 1076 of 8406 Code Data @:0041EC7S @0ffset 000T1ECTSh in Fle:D:\Games\U02\client_1.26.4 exe

push edx
call 00472&S
add esp, 000
test eax, ea
je 0041ECD6

push 0000000
push 0000000
push 000
push ebx

alEy l"’I_I'I_I'I_I'I_I'I_I'I

=1 [ ={ =1 = = [~-

W32Dasm (aka WinDasm) is |
a decompiler which can find "%
text strings in an application,

and show us the code around
them

In this case there’s a
“Conditional” jump from

004|ECY7/5

Which performs some kind
of checking, and then jumps
to the code with the string
in, if the condition is met.

We can make note of the
offset (000 ECY/5)...

I_I"I_I'I_I'I_I'I_I'
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..and open the file, going to

tlle LAt gearch Help that location, in a hexeditor
= Rl Q ®o

01EBBO | EB 15 33 D2 66 F. . A
01EBCO | 52 50 E8 C9 C6 Where we see the same hex
01EBDO | 66 00 00 85 CO
01EBEG | 86 00 6A 01 6A i L codes
01EBFO | 83 EC 10 8D 54 i .
01ECO0 | 38 6A 00 6A B5 8j.j..H|QR.a....
61EC10 | 6D 50 18 C8 09 P.
01EC20 | 89 60 8B 4E 38 o oN8j-G.joGenn-
01EC30 | 66 00 SB CE ES .
01EC40 | 6A FF 68 3B BF
01EC58 | 25 00 00 08 089
01EC60 | 66 60 00 8D 99
01EC70 | D1 49 83 F9 82
01ECS80 | 86 89 43 6C ES
01ECO0 | 24 B84 64 89 6D
01ECAS | B9 65 00 83 CX
01ECBO | 53 68 2C 93 4F
81ECCO | 63 00 83 C4 14
01ECDO | 66 66 83 C4 18
01ECE® | C7 FS 00 08 089
01ECF® | AE F7 D1 2B F9
01EDOB | 62 F3 AS 8B C8 B2 00 83 E1 03 F3 A4 85 |

01ED18 | CB S5E 75 55 68 60 E8 SB 13 OB 00 83 C4 | . uUh
01ED26 | 84 89 44 24 @8 44 24 14 00 06 60 00 74 | ..DS....DS

Current position: 126071 / 01EC77

I

' H ' ‘FF'T-'I_F'I_.':I_.'ZI_.':I_F

=1 =7 == =1 i == I B i =1 =1 =7 =1 -
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—ﬁ Hex-Ed - client_1.26.4.exe |
File Edit Search Help
= E ¥ o Qe

01EBBO | EB 15 33 D2 66 F. . A
01EBCO | 52 50 E8 C9 C6 Where we see the same hex
01EBDO | 66 00 00 85 CO
01EBEG | 66 00 6A 01 6A i L codes
01EBFO | 83 EC 10 8D 54 i L

01ECO0 | 38 6A 00 6A B5 8j.j..H|QR.a.... .
61EC10 | 6D 56 18 C8 089 .P. Changing them to “907s...
01EC20 | 89 60 8B 4E 38 o oN8j-G.joGenn-
01EC30 | 86 00 8B CE ES .
01EC40 | 6A FF 68 3B BF
01EC50 | 25 00 00 08 09
01EC60 | 60 00 00 8D 99
01EC70 | D1 49 83 F9 92
01ECS80 | 86 89 43 6C ES
01ECO0 | 24 B84 64 89 6D
01ECAS | B9 65 00 83 CX

81ECBO 53 68 2C 93 4F
81ECCH 63 00 83 C4 14
81ECDO 00 00 83 C4 10 |

O1ECE® | C7 F8 00 00 08 |
O1ECFO® | AE F7 D1 2B F9 BF 48 16 66 C1 E9 |
61EDGB | 62 F3 AS 8B C8 60 83 E1 F3 A4 85 |
61ED18 | CO SE 75 55 68 ES 5B 13 60 83 C4 |
B1ED26 | 04 89 44 24 08 24 14 08 60 00 74 |

Current position: 126071 / 01EC77

..and open the file, going to
that location, in a hexeditor

I

RIS ‘ ‘FF’FI‘F‘ITITITI‘F

=1 =7 == =1 i == I B i =1 =1 =7 =1 -

,FI_.':FFI_.':I_ I_.'ZI_.':I_.':
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'URSoft W32Dasm Ver 8.93 Program Disassembler/Debugger

Disassembler Project Debug Search Goto ExecuteText Functions HexData Refs Help
B x ' m Osts | Code n
5 ‘ é‘$ ‘ }foJ ‘ Lvoci ’ ‘ ‘ gF‘; {BH‘M nPO‘.n:_ ‘ gyﬂ' I
:0041EC7S 90 nop
:0041=2C7¢ neop
:0041EC77 ————
:0041EC78 r —_— = :: 1
:0041EC73 - 1 C : 9 0
-00412c78 | * oL q 1 E ' W

(3
0
0
n
- 2
0
"
ct

- eseod 0041EC76 90

:0041=2C7C TSRO P T O S ST —

:0041=C81 89543¢C mov dword ptr [ebx+eC), eax
:0041=C84 E=E8AT7700300 call 00455D30

:0041=C85 83C414 add esp, 00000014

:0041EC8C SF pop edi

:0041EC8D SB pocp ebx

:0041ECB8E 8B4Cz404 mov ecx, dword ptr [esp+04]
:0041ECS2 ©48350D0000000O0 mov dword ptr £s:[00000000], ecx
:0041=C9S 83C410 add esp, 00000010

:0041=CSC C3 ret

:0041=ZCSD 52 push edx

:0041=CSE =E8EDBS0500 call 00472€50

:0041=ECA3 83C404 add esp, 00000004

:0041ECAe 85C0 Test eax, eax

:0041=ECA8 742C je 0041ECDe

:0041ECAA GA00 push 00000000

:0041=ECAC 6A00 push 00000000

:0041=CAE GAO01 push 00000001

:0041=C8B0 53 push ebx

* Possible StringData Ref from Data Ob3 =->"Unacceptable name."

<

Line:53752 Pg 1076 of 8406 Code Data @:0041EC7S @0ffset 000T1ECTSh in Fle:D:\Games\U02\client_1.26.4 exe

d

alEy l"’l'l_l'l_l'l_l'l'lh

"L
[ T

i

...and open the file, going to
that location, in a hexeditor

Where we see the same hex
codes

Changing them to “907s...
“nop’’s them out

“nop’’s basically mean “do
nothing” (“"No Operation™) -
in this case, never error on
invalid characters

rl—rl—rrr
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File Edit Format View Help
Tactics 1001140

The “CmdLevel test” payload

; ; “
Tactics 1001340 after our marker would give
your character GameMaster

Poisoning 1000000
Archery 1000000
Mining 1000000

sl i powers.

Thaumaturgﬁ. 148

swordsmanship 1000000

macefighting 1001320 - .
| Eencing 1000000 100000 This has been fixed in more
Character recent POL versions - for

pEeasE bvpn character names, but

Name AA

CmdLevel test
serial O0x6
ObjType 0x190
Graphic 0x190
Color Ox3ea

theoretically every text input
(such as naming pets) may

X 1401 still be vulnerable
Y 1626

Z 28

Facing 6

CProp logontime 13923
CProp onlineime 13923

TrueColor 0Ox3ea
Trueobjtype 0x190
Gender 0

STR 24576

INT 2048

DEX 2048

HITS 45

MANA 10

STAM 10

HitsRegenrRate 100
ManaRegenRate 100

NN f-'l_ 2 S

=1 =1 =1 = ~=f -
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ZaCon 4 - Game Hacking

|. Console Games
2. DOS Games
3. Windows Games

4. iPhone / iPad Games

4.1. Non-Jailbroken hacks - modifying “plist” and other config files

hrhrhrhrrhrhrr e '_ (R rhrhrhrr,;r'_ e 9 [
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GAME HAEKTMG

iPhone games can be hacked,
Gt g
AOO e _) 2 to some degree, without '
ScORres, S"OJ‘S jailbreaking
/\ % &acl’\levemen¥s
ks 3 S S v '
ScOoRes stals o«c"\ieVemen"S
1. HypnZA | 13854
2. HypnZA-133t 13 370
\/:‘j 3. HypnZA 13 371
" B septembel

4. HypnZA 11 876

0a FRienclS‘rglogl

. [l i I'"I_I'I_I'I_I_I_I'I_I'IL

L
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J—i J L Tl E' u'JJ L J r1 '_ JJ—Tu
} |
J ||_r1_| = ‘_ﬂ_ l_ﬁ_ e i ] [ [J_\ ﬂ\
: " » ) » \
NSNS iExplorer . FIOGROV TWUw _ ; .
T —~ — iPhone games can be hacked,
Back View Mode Quick Look Action Search e s N
- A Apps G iExplorer B Re B A .D( (] Library > [ ] Preferences ; to some degree’ WIthOUt
Name i com.yourcompany.DoodleJump.plist - Ib I(
] Alien Blue N v |a| 'ea |ng
= Angry Birds » | |DoodleJump.app
C] Birds v . |Library . :
i > (5 Caches Using a program like
- Angry Birds » L] Cookies C¢e )
A v (il Preferences iExplorer” game files can be
D ~ .GlobalPreferences.plist PLIST
SRy » com.apple.PeoplePicker.plist PLIST accessed
mp " comyourcompany.Doodiejump plst__|PUST
D Bible » . ISyncedPreferences
» . WebKit
"] campfire iTunesArtwork
™7 ChestBUrster . | iTunesMetadata.plist PLIST
Bl Corlar e > tmp . 2k8

Apr 21, 2012 10:00 PM
PLIST
/Ubrary/Preferences

™7 Connectrode
™ Constellation
("] Cutthe Rope
] Death Rally
] Dino Joust!

"] DoodleJump

'TFI‘PI‘"I‘EI‘"I‘FI

= l"- I"- M=l = =] =] "=
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— d _k "I I pe O B B T e
- — JLH]LJ S . LJ'rr I ;J 4:
|| L | | = L |_r—1_ '\[:‘r' Y 1 Py lu[d_’ p\
:._ . ) »

HONS | | com.yourcompany.DoodleJump.plist s .
T T ————————————vyerm—— iPhone games can be hacked,
Key Type Value 2 "
DoodleJumpPlayerName String HypnZA to Some degree’ WIthOUt
. DoodleJumpAlert | Number 1 jailbreaking
-~ WebKitShrinksStandalonelmagesToFit Boolean YES
/-\ DoodleJumplocalHScores OO0 Array v (10 item:
Ay ltem 0 String 13854 . .
tem 1 Swing 13370 Using a program like
Item 2 String 13371 “.
tem 3 String 11676 iExplorer” game files can be
Item 4 String 9842
tem S Suing 9644 accessed, and changed (eg:
Item 6 String 91963 . .
tem 7 ing 8976 changing a high-score, and
Item 8 String 8588 .
tem 9 Sting 7642 setting scores as not have
DoodleJumpHScoreSent Number 1
Q{.’. WebKitLocalStorageDatabasePathPrefer String fvar/mobile/Ap)N oL’ -4632 been Sent yet)
DoodleJumplatestVersion Number 210
» DoodleJumplocalHSNames Array
p DoodleJumplocalRScores Array
» DoodleJumplocalHSFacebookIDS Array .
DoodleJumpCalibrationValueX Number 0.0
DoodleJumpOptionsScoreSubmissions  Number 2
p DoodleJumplLocalRSNames Array
DoodleJumpOptionsSounds Number 2
DoodleJumplinstallld Number 198,938,449
DoodlejJumpSkipHelp Number 1
DoodleJumpNewsStatus Number 0
DoodleJumpOptionsGameMode Number 1
DoodleJumpOptionsShooting Number 2
WebKitDiskimageCacheSavedCacheDire String
DoodleJumpRating Number 2

By 165 1O U, |- L ,rl__'—r"l__,'-l__'—l__'_l__,'-l__rl_ I

= I'- = = -
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GAME HAGCKDMG
1_ . N . _D . N . 1_7 . 1_! I ‘_ ’_

¢ : iIPhone games can be hacked, §
AO OA\ e )U m p 22 to some degree, without »
_ scores, stats jailbreaking
/\ QS & achievements
-k Z—— !
= scores stals achievements L{sing a program like
1. HypnZA | TR “iExplorer” game files can be
accessed, and changed (eg:
2. HypnZA-133t 13370 changing a high-score, and
\/:‘} 5 ForZA —— setting scores as not have
! September 26, 2011 been sent yet)
4. HypnZA 11 876
pm— The next time the game is
ool FQiencl;rgﬂOL)a' run, the scores are updated!

: o

-

S
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ME

HE-

GHl

- \%Iﬁt*'a Plag ue Ty pe Some games “lock” content

until certain levels or scores

o) TR . 2N AN : are reached (or payments
Bacteria Virus . Fungus Parasite
o g .- have been made)

¥ G & A

. A rapidly mutating pathogen 2 & Fungal spores struggle to Parasitic lifestyle prevents
which is extremely hard to travel long distances © DNA alteration from every
control without special effort | day infection

N PN BoaNe s ADGEY

: N\
Prion Nano-Vlrus Blo-Weapon

E & &

Slow, subtle and extremely Out of control, microscopic Exceptionally lethal
complex pathogen hidden machine with a built in Kill pathogen that kills
Inside the brain switch everything it touches

Most common cause of
Plague. Unlimited potential

Al ™ | WL E L
__— "l' "‘
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0 S HACKITING
GAME HAEKTRk /"\
( _% . ~
® 0O 0 iExplorer
<« > B m sz m o T Q Searct
Back View Mode Quick Look Action Search
|| Freak the Fish 4 iExplorer | Ro: > [ Ap Plague Inc. Documents - .
Q b > — global_settings.ini
] FruitNinjaFree Name File Type
v L] Documents
[ 1Books global_settings.ini N
D iSlash hiscore.ini INI
» L JLibrary
] iSlash Lite
» L Plague.app
l:] Jetpack iTunesAntwork
| iTunesMetadata.plist PLIST

Cl League of Evil

T MapMyRUN
] NetPro

] News24

C]Osnos
™7 PivotarTracker

[—

|| Plague Inc.

I tmp

Size: 1348

Last Modified: Oct 6, 2012 1:09 PM
Type: INI

Location: /Documents

R FI_ SIS S A FI

=1 [~ =1 [~

Some games “lock™ content
until certain levels or scores
are reached (or payments
have been made)

Often these “locks” are
controlled in conﬁg files
(look out for “i
“sqlite” files!)

) ¢¢

,“plist” and

N f-'l_ SIS

=1 =7 =1 I~ -

-
F
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] global_settings.ini

e Tt Some games “lock” content
autoPause=1 until certain levels or scores

bacteria=1

fungus=1 are reached (or payments
music=0.000000

numOpens=45 have been made)
popups=0

parasite=1

prion=1

rated=1 Often these “locks” are

rogue-nanobot=1 .
sound=0. 000000 controlled in conﬁg files
virus=1

(look out for “ini”,“plist” and

“sqlite” files!)

) ¢¢

‘(I”

Changing “0” values to
often does the trick

Line 13, Column 1 10 misspelled words Spaces: 2 Plain Text

T

E PP W S

W S
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; T"t a Plague Type

Virus \‘\‘ Fungus\, Parasnte\

Parasitic lifestyle prevents

DNA alteration from every
day infection

. A rapidly mutating pathogen Fungal spores struggle to
which is extremely hard to travel long distances
control without special effort

Most common cause of
Plague. Unlimited potential

Pri;“r_\_\ Nano-Vlru\ Bio-Weapon

idias

Slow, subtle and extremely Out of control, microscopic
complex pathogen hidden machine with a built in kill
Inside the brain switch

g
Exceptionally lethal

pathogen that kills
everything it touches

|
"l'

;rhrhrhr;rhrhrr%rFrFrFrF rhr'
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Some games “lock™ content
until certain levels or scores
are reached (or payments
have been made)

Often these “locks™ are
controlled in confg files
(Iook out for “i

“sqlite” files!)

” ¢¢

,“plist” and

“I”

Changing “0” values to
often does the trick

Unlocked!




mitmproxy — mitmproxy — Python — 129x39

ST http://req.appads.com/scripts/Conf irmDownload.aspx ) TOOIS Ilke BurP SUite, and

208 text/html 26B .
http://asotrackl.f luentmobi le.com/26069/i0s/com.eq.simpsonssocial . inc2/event 7appid=4975952768event=Launchiudid=c70946cclf 6 mltmproxy, can be used to
700cd75bbeq4ebl7fAch949dBe4288device= 1 Phoned2848app_versions=3.9.08app_name=Tapped®280utEsysten_name=1Phone’280Stsystem_ver
sion=5.1.18country=2A8lang=enit imezone=Af r ica/Johannesburgigmtof f set=720085%9=1 | nte rce Pt ga nl= trafﬁ C
208 text/html 266
https://synergy.eamobi le.com/director/api/iphone/getDirect ionByBund le?appVer=3 .08 .88appLang=entapiVer=1.1.38deviceString=iP
hone3,18bund leld=com.ea.simpsonssocial . inc28&sdkVer=4.4.18sdkCrg=DLEserverEnvironment = | iveSuid=26323296

- [empty content]
https://p26-buy.itunes.apple.com/WebOb jects/MZF inance .woa/wa/ inAppCheckDown loadQueue?gquid=c7a946ccBf 6700cd75b5eadeb17f Bcb9
49dde428tbvrs=3.08 . .0CappAdam I d=497595276Eb1d=com .eq.simpsonssocial . incZ28appExtVrsId=11897854
— 208 text/xml 324B

ET https://syn-dir.sn.eamobi le.com/director/api/iphone/getDirectionByBundle?appVer=3.0.08appLang=entapiVer=1.1.38deviceString
=1Phone3,18bundleld=com.ea.simpsonssocial . incZ8sdkVer=4 .4 .18sdkCf g=DLEserverEnvironment = ivefui1d=26323296
«— 288 application/json 1.21kE
[ https://p26-buy.itunes.apple.com/Weblbjects/MZF inance .woa/wa/ inAppCheckRecurr ingDown loadQueue?guid=c7a946ccAf 6700cd75b5ead
e617fBch949d0e42868byvrs=3.0.08appAdan ] d=4975952768b 1dacom . 2a . simpsonssocial . inc28appExtVrsId=11097854
208 text/xml 3246
http://syntrack .aws.eamobi le.com/tracking/api/core/getSel | IdStatus?appVer=3.0.88appLang=enthwd=23688apiVer=1.6.08sel | 1d=8
51766
«~ 208 opplication/json 1026
https://synergy.eamobi le.com/director/api/core/getSwitchesBasedOnSel | Id7appVer=3.0.08appLang=enthwid=23688apiVer=1.1.38sel
[ Id=851766
' [empty content]
ET https://syn-s2s.sn.eamobi le.com/s2s/api/core/getEventPost ingRules?hwld=23688apiVer=1.0.08sel | Id=851766
208 application/json 868
https://syn-dir.sn.eamobi le.comn/director/api/core/getSwitchesBasedOnSel L Id7appVer=3.0 .08applLang=enShwId=23688api1Ver=1.1.3%
sel lI1d=851766
«~ 208 opplication/json 1486
ET http://cdn.skum.eamobi le.com/skunasset /gameasset /simpsons4/dlc/OLCIndex.zip
— 2808 application/zip 87186
https://synergy.eamobi le.com/user/api/iphone/getLatestUid?appVer=3.0 .08applLang=enthwd=23688apiVer=1.0.08ud1d=c7a946Cccar 67
P0cd75b5eq4e6l7fBch949d0e428
208 application/json 878
http://cdn.skum.eamobi le.com/skumasset /gameasset /simpsons4/dIc/DLC I ndex-v3_0_38_treehouse.zip
«— 208 application/zip 4.41kE
POST http://syntrack.aws.eamobi le.com/tracking/api/core/ logEvent ?appVer=3.0.88appLang=en
[17] 7:help [*:3080]

aodrat LN o 0 e iy

e e e e
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Simpsons-TappedOut.py

Tools like Burp Suite, and
mitmproxy, can be used to
intercept game traffic

def (context, flow): '

| | | And re-write values, such as
if (flow.request.host.find("' ') > -1 and flow.request.path.find("’

flow. request.headers|’ '] = ' . XP’ gOId’ SCores, or
“premium’” (paid-for) credits

if (flow;request.hosf.find(' ‘) > -1 and flow.request.path.find("'
start = flow.request.content.find(" I
end = flow.request.content.find('""', start)

to_replace = flow.request.content[start:end] mlthrOX)’ Iets )'OU write
new_content = flow.request.content[:start] + ' ' + flow.request.content[end:]

flow. request.content = new_content SC”PtS to do this
def (context, flow): ‘ aUtomat|Ca||y

if (flow.response.request.host.find(" ') > -1 and flow.response.ry dest.f
flow. response.content = * \ '

Line 23, Column 98 17 misspelled words Spaces: 2

I.. I.|
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ZaCon 4 - Game Hacking

|. Console Games
2. DOS Games
3. Windows Games

4. iPhone / iPad Games

4.2. Jailbroken hacks - decompiling with IDA Pro

hrhrhrhrrhrhrr e '_ (R rhrhrhrr,;r'_ e 9 [



2 ssh root@192.168.1.80 — root@192.168.1.89 — ssh — 129x39 : .
Rosss-1Phone-4:~ Yoot clutch iOS games are encrypted

usage: clutch [application name] [...]

Applications available: AlienBlue AngryBirds AngryBirdsHalloween AngryBirdsRioFree AngryBirdsSpoce-iPhone Armory BodPiggies Bejew When downloaded fr’Om the
eled Bible Campfire chestburster CodeRumner Connectrode Constellation CutTheRope Death Rally dinojoust Doodledump Dropbox Earthwo

! mfree Facebook FindityiPhone FlightControl Freok the Fish FruitNinjalite GoodMorming iBooks iMapttyRun IncredibleMochine iSlash 1S APP Sto r'e

lash Lite jetpock Leogue-Of-Evil midomi-free NetPro Operaffini Osmos Pivotallirocker Plogue PyZ RL Classic ScribiPhone Securelogin,
1Phone Skype Speedlest Tapped Out TemmViewer Tiny ¥ings Twitter YNC Yords¥ithFriendsfree

Rosss-1Phone-4:~ root# clutch PvZ

Cracking PvZ...

/ var/root/Docmﬁnts/tracked/PvZ-wess .0.0.1pa C a.I Cu I atl n g OffS etS y us | n g
Rosss-iPhone-4:~ root#
“gdb” to dump memory, and
trial and error byte switching

Rosss-1Phone-4:~ root# clutch PvZ can decrypt apps... OR...
Cracking PvZ...

/var /root/Documents/Cracked/PvZ-v4888.0.8.1pa A jailbroken app called

“clutch” can be used to
decrypt them quickly and
easily

. . . 3 .'_r' -1_' Sl e i ’ 3
& - - . - ﬁ‘ . - -
, ™ A —_— —_— -1 A 9 .,
- . ol g < = .
o o . " n . L - - | : o o
- - ow. ) - . = = { o . [ : A I g - e
n n 2 ; n n
hio
e k. }
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e OO0 €® Load a new file

&

Load file /Users/hypn/Desktop/iOS/PvZ as

Mach-0 file (EXECUTE). ARMv7 [macho.Imc]

Processor type

v ARM processors: ARM
ARM processors: ARMB
Intel 80x86 processors: 80286p
Intel 80x86 processors: 80286r
Intel 80x86 processors: 80386p ad
Intel 80x86 processors: 80386r tor enabled
Intel 80x86 processors: 80486p |
Intel 80x86 processors: 80486r
Intel 80x86 processors: 80586p
Intel 80x86 processors: 80586r L
Intel 80x86 processors: 80686p s 1
Intel 80x86 processors: 8086
Intel 80x86 processors: athlon =
Intel 80x86 processors: k62
Intel 80x86 processors: metapc
Intel 80x86 processors: p2 bns
Intel 80x86 processors: p3
Intel 80x86 processors: p4

DLL directory c:\windows

.~ Help | | Cancel | [ OK J

Decrypted iOS apps can be |
opened in “IDA Pro” - be -
sure to set the “Processor

type”’ to “ARM” though!

FI'-'T'l_I"'I_FI_I'l_I'I_F
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ll —1 | 1IE HAGKIING
e NDO " IDA ~ JUsers/hypn/Desktop/iOS/PvZ
% v @A @ X O @ X 0 O : <3 ¥ 1 8

T T [ Miee— Decryptgc[‘|OS apps can be |y
7] Functions window 00 tc?‘t:(l)l;i;‘;;':?/(: IO ’~ ‘ ] 0 chiv{ew-/.\ . @ A Structures @ : Enums @ ¥ Imports @ 1# Exports Opened In IDA Pro - be "

Function name A Seq text:0011B4F0

7 Plant: FindColdMagnetTarget(void) ! text:0011B4F0 ; Plant::GetRefreshTime(SeedType, SeedType) h ¢ ¢ P
7| Plant: FindSquashTarget(void) ' text:0011B4F0 ZN5Plantl4GetRefreshTimeEBSeedTypeS0 ; CODE XREF: SeedChooserScreen::Clos S u re to Set t e rccessor
text:0011B4F0 ; SeedPacket::SetPacketType(SeedType

Plant: FindStarFruitTarget(void)

text:0011B4F STMFD sP!, {R4,R5,R7,LR
Plant: FindTargetAndFire(int,PlantWeapon) . tgit:gg].lBQFg ADD R7, S}{’,."R ’ type” to “ARM » though’
°

7
2
7 Plant: FindTargetZombielint, PlantWeapon) t text:0011B4F8 MOV R4, RI1
7| Plant: Fire(Zombie *,int,PlantWeapon) 1 text:0011B4FC MOV R5, RO
- - 5\ 1 1) b e m g ~ T = - § m .
7] Plant: GetCost(SeedType SeedType) Eg:tggﬁgggg E(IS\' Rlz.lztﬁ,.‘a“enqcle‘sZo..olcbccd.ypc‘.BbccdAypc :
— L r ~
L_ ~! l text:00118508 CcMP . RO, #0
f | Plant: GetPeaHeadOffset(int &,int &) ! text:0011B50C BNE loc 11B550 A I I .II d. I I
7 Plant: CetPlantAntackRect(PlamWeapon) 1 teXttggiiggio CMP RS , :ngge na YSIS WI run, ISP aYIng
- Py text: B loc B
' ot ) -
Plant. CetPlantRectivoid) text:00118518 R4, #1

BNE
CETTTICIITTIT. o001 iaic g o 1iss3s function names on the left,
’ e allowing you to view their

Plant; CetNameString(SeedType, SeedType)

Plant: ColdMagnetFindTargets(void) text:00118524 R5, R4, R4,LSL#3
text:00118528 R1, #0x32

Plant: lceZombiesivoid)
Plant: ImitaterMorph({void)
Plant: IsAquatic(SeedType)

— °

Plant. IsFlying(SeedType) e a-CtI O n S

Plant IsNocturn.nl'lScchype ' ShTime (€

Plant: IsOnBoard(void) Type, See
M

7

7

7

ra

7

7

7

ra

7 Plant: 1sSpikytvoid)
7 Plant: IsUpgradableTo(SeedType) . text:0011853C — v
7

7

7

7

7

7

7

7

7

-~ I B et ro0rinsta R1T T Bl 3. copiactbete Un-wanted commands can be

Pant:-LaunchThreepeater(void) 00118548 ADD R1, R1, RO,LSL#2

0011B54C .
0011B54C loc 11B54C ; CODE XREF: Plant::GetRefreshTime (s fOLInCI, thelr Offsets nOted

0011B54C LDR R1, [(R1,#0x14)

00118550
00118550 loc 11B550 ; CODE XREF: Plant::GetRefreshTime(S$ (OO I I 508)

00118550 NOV RO, Rl
554 LDMFD sP!, {R4,R5,R7,PC)
B554 E1 ne ! ] 1 :GetRefre r SeedTvoe ., SeedTvi

Plant::MagnetShroomAstactitem(Zombie *)

Plant: MakesSun(void)
Plant::MouseDownl(int,int,int)
Plant::NotOnGround(void)

Plant; Plantinitialize{int,int, SeedType, SeedType)
Plant: PlayBodyReanim(char const* Reanimloop

Plant: PlayldleAnim(float) - 118554
v DHawmr Darrllindarnldine ¢ :00118558
8 Plant 0011AS08 00118508: Plant:.GetRefreshTime(SeedTvpe.SeedType)+ 18

Line 33 of 86

AU: idle Down Disk: 14C8

I..d _-
b S0
-l

I _r,_r,_r__.r_r"_rf‘r_rr_rf_rr_rrl_ ‘

-_ r- = = - r-
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J r— » n . J— -L_J- A h A 9 -LJJ-F' ——— —LLJ— | pl—
SAME HizKolNIG .
m I _m_ _F_W_ 1wir' _FW_LI I _rﬂﬂ_ ﬂﬂ_ -
NS PvZ
5] 9( ! r\ ﬂ 0011A508 Q- Text s
Paste ' Go To Offset Find (Text search)
11A288 90 Ei FB EB 96 50 BD E8 FB 48 ZD 59 81 50 AD E1 90 66 AP E1L 9B 10 AB E3 ......... O NP R
11A2A6 BC 79 6D EZ 60 16 86 ES5 92 49 AD E1 64 10 86 ES 93 16 86 ES 6C 18 &6 ES 1D e 8 ot e
11A2B8 0B 99 95 ES E1 14 FF EB 99 060 50 E3 @B 00 00 PA 93 40 95 E5 OC 50 85 E2 .ovvvnnves I Q...P..
11A2D086 23 99 95 ES 14 16 41 E2 990 49 86 E5 23 00 86 E9 FO &0 BD ES3 D8 99 C5 E1  #..... ARG T
11A2E6 00 20 ABE3 14 5@ 95 E5 10 0D SA E2 39 00D PO EA 30 P 95 E5S AL WO B4 ES . ...P......4...0.....T.
11A366 1C 99 56 03 F6 FF FF BA 29 60 50 E3 16 00 60 CA 64 60 40 E2 14 90 56 E3  ..P.....).P.......4...P.
11A318 69 00 P0G SA B8 10 8F EZ2 00 81 AP E1 91 00 99 E7 91 FO S0 EO E4 90 BB PP  1...evevessssssssssssnsns
11A336 95 91 66 90 CC 90 00 66 95 61 00 00 10 01 60 06 93 61 90 60 28 01 B0 BB ....vvvveennsnnnnnss e
11A348 9C 01 00 90 S8 91 99 00 95 01 00 90 G5 01 00 00 95 B1 00 00 98 01 B0 DB .. .vvevvvensssnssssnsnss
114366 B4 09 66 99 95 A1 00 BB 55 61 A6 00 95 A1 60 OB 74 B0 A0 00 FE OB BB A ........ X I t
11A378 98 91 06 90 10 91 99 66 33 69 50 E3 6B 90 69 CA 2A 66 50 E3 33 99 60 A RS R P Rt P o e
114396 2B 99 56 E3 3E 0P 00 PA 2E 60 5@ E3 48 00 00 1A 93 56 85 E2 27 98 95 ESE  +.P.>.....P.H....P.."'...
11A3A6 14 00 80 E2 32 20 42 E2 27 00 86 ES FO S0 BD ES 34 60 50 E3 46 90 060 1A ....2 B.'.......4.P.GQ...
11A3C6 DS 09 C5 E1 60 20 AD E3 14 50 95 E5S 9B 20 86 E5S 94 18 S6 E5S S B0 86 E5 ..... ... PLid sasamesaa
11A3D8 ©C 59 86 E5 FO 806 BD ES 95 50 85 E2 27 00 95 ES 14 60 80 E2 23 20 42 E2 Pevevves P S # B.
11A3F@ 27 00 86 ES FD S0 BD ES DS 00 C5 E1 28 20 AD E3 14 50 95 ES5S B B0 80 E2  '..veevennns ( BEEPRRP R
114468 27 09 86 ES FO 86 BD ES 95 58 85 E2 27 00 95 ES 19 26 42 E2 27 08 86 ES e Do e B
11A4206 FO 89 BD ES D8 08 C5 E1 1E 20 AB E3 14 58 95 ES 3?-
114438 FB 89 BD ES DS 98 C5 E1 E6 20 AB E3 14 50 95 E
11A4506 FO 89 EBD ES D8 98 C5 E1 55 2F AB E3 F8 FF FF E ee 66 56 E 3
114468 B3 58 95 ES 50 0@ 40 E2 50 58 45 E2 @6 50 86 E
11A456 FO 89 BD ES 68 56 85 EZ 27 68 95 ES 27 00 86
114496 31 09 40 ES 60 66 SF E7 68 59 95 ES 66 A8 %9
11A4B6 0B 20 65 EZ 80 06 A9 E1 85 50 ABG E1 66 98 86 3
11A4C8 31 99 48 E3 00 00 9F E7 DS 20 C5 E1 14 18 95 A 60
11A4E6 ©OC 99 86 ES 68 06 86 ES5 GC 10 86 ES5 FO 80 BD EC B 482D EY B8 70 8D E2 .. veevvvnnnnnnnns Q-..p..
11A4F8 ©1 49 AB E1 00 50 AD E1 63 C8 FD EB 00 10 AO E3 80 00 50 E3 OF 00 08 1A  .@...P..Cuuvvuuen. PLiisa
11A516 30 09 55 E3 67 00 90 1A 91 60 74 E3 65 00 60 DA FC 1A G5 E3 8451 84 EBA B.U....... T e Q..
Type Value
8 bit signed
8 bit unsi...
16 bit signed
16 bit uns...
32 bit uns...
Hex Little Endian Overwrite ASCII Offset: 11AS08 Selection: 0

T _r,_r,_r__.r_r"_rf‘_rr_rr_rf_rr_rrl_ ‘
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Decrypted iOS apps can be |
opened in “IDA Pro” - be 2
sure to set the “Processor

type”’ to “ARM” though!

Analysis will run, displaying
function names on the left,
allowing you to view their
actions

Un-wanted commands can be
found, their offsets noted

(001 1 A508), the application
file opened in a hex editor

|_I"'|_FI_I'|_I'|_I'
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GAME  HACKITIMG SN

® M PvZ
Decrypted iOS apps can be
- Q( ™ N &~ 0011A508 Q- Text search :
: o d in“IDA Pro” - b 3
__Save Cop Cut Past_e _l_Jndo 7."*:‘; ik e MRt i e _Co.'l.’c: Oyfﬁt_ ey Fmd (Text search) Opene 18 o - S
114288 90 Ei FB EB G0 80 BD EG FD 40 2D E9 61 50 A0 E1 00 66 AP E1 06 10 AB E3 ......... @-..P...‘ ...... ¢¢
11A2A6 BC 79 D EZ2 60 16 86 ES 92 49 AG E1 B4 10 ES 95 16 86 E5 6C 180 86 E5  .peveenss P Sure to Set the Processor

11A268 0@ @9 95 E5 E1 14 FF EB 00 69 56 E3 6B 00
1142086 23 99 95 E3 14 10 41 E2 00 499 36 E5 23 00
11AZES 00 20 AB E3 14 56 95 E5 10 00 86 E2 34 00
114366 1C 99 56 @3 F6 FF FF BA 29 68 56 E3 1B 00
11A318 69 99 08 SA 068 10 8F E2 00 81 AG E1 01 00
114336 98 91 06 00 CC 06 00 66 95 61 06 00 16 o1
11A348 98 91 00 90 98 01 99 06 9C 81 06 90 96 01
11A366 B4 90 66 00 96 01 00 66 55 61 06 98 95 01
11A378 985 91 060 90 19 91 99 86 33 80 56 E3 6B 00
114396 2B 90 56 E3 3E 06 00 BA 2E 60 56 E3 48 00
11A3A8 14 99 86 E2 32 20 42 EZ 27 069 56 ES Fo 30
11A3C6 D3 90 C5 E1 60 26 A9 E3 14 50 95 E5 66 20
11A3D08 ©oC 59 86 E5 F@ 56 BD ES 08 50 85 E2 27 06
11A3F8 27 90 86 ES F9 56 BD ES DS 80 C5 E1 28 20
114468 27 90 86 ES FO 56 BD ES 05 50 35 E2 27 00

29

20

2F

59

89

A 03 48 95 E5 OC 50 85 E2  .....ceveen Pisssss QL..PL.

11A426 FO 89 BD ES D8 08 C5 E1 1E AB E3 14 560
114438 FB 80 BD ES D8 @6 C5 E1 E6 AB E3 14 5@
11A456 F0 89 BD ES D8 08 C5 E1 55 AB E3 F8 FF
114466 ©5 50 95 E5 50 06 40 E2 50 45 E2 66 50
11A456 Fo 89 BD ES 88 56 85 EZ 27 95 E3 27 00
114498 31 99 46 E3 60 06 9F E7 00 50 95 E5 66 00
11A466 06 20 65 E2 80 06 A9 E1 85 59 AG E1 66 00
11A4C8 31 99 40 E3 060 06 9F E7 DS 20 C5 E1 14 10
11A4E6 ©OC 99 6 ES 68 06 86 E5 OC 10 86 E5 FO 36
11A4F8 01 40 A® E1 00 56 A9 E1 63 C8 FD EB @8 10
114516 36 99 55 E3 67 00 99 14 91 68 74 E3 65 00

CA G4 06 40 E2 14 90 56 E3 ..P.....).P.......8...P.
B0 98 01 00 00 98 81 BB 00  ..uvvernnerennneennnens Analysis will run, dlsplaylng
14 85 50 95 £2 27 80 95 E8 ;:;;:;:::.:.‘Z:g:::.p..Z:::
ES 14 60 80 E2 23 20 42 E2 P.cce... Pia 'S aaa # B.
ES 32 ==—
(001 1 A508), the application

EQ FO 80 BD ES DB 99 €5 E1  #.vvevhee@uoBernnrnnnnns type” to “ARM” though!
EA 30 68 95 E5 A1 98 B4 E3 N S | IR cf s ) (et | o
E7 91 F© S0 EO E4 20 88 08 ] =1 e
DB 90 01 00 60 26 01 60 BB ....cccocennscnnnsss (...
hG 74 6O OB GO FoC OB BB BB ........ X A= = .
CA 24 00 50 E3 33 69 60 6A 3.Puunn X function names on the left,
o501 16 66 £5/0 00 0 e5  NONN MACIN Wil allowing you to view their
E3/14 50 95 E5 50 00 80 E2  '.....ceeees ( Spip - actions
ES 19 20 42 E2. 27 00 86 E8  '.eeesnsses Pap anns Ba's. .
06 66 66 66 Un-wanted commands can be
found, their offsets noted
file opened in a hex editor,
and them edited out

8%8&&8&&388358%888888888%88

Type Value
8 bit signed

8 bit unsi...

16 bit signed

16 bit uns... (00’s work as NOPs in ARM)

32 bit uns...
Hex Little Endian Overwrite ASCII Offset: 11AS0C Selection: 0

I..d -
b S0
=

T _r,_r,_r__.r_r"_rf‘_rr_rr_rf_rr_rrl_ ‘

—1 =1 = [- =1 [~ -
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ssh root@192.168.1.89 — root@192.168.1.89 — ssh 128x39

Rosss-iPhone-4:/privatesvar/mobi le/Applications/8685D7152-366A-45DE-SED1-4AD4C20FAD35/PvZ .app root# ldone PvZ -3
Rozss-iPhone-4:/privates/var/mobi le/Applications/868507182-3B6A-45DE-3BD1-4AD4C20FAD35/PvZ . app root# reboot
Rosss-iPhone-4:/privatesvar/mobi le/Applications/80507152-366A-45DE-SBD1-4AD4C2BFAD3S/PvZ . app rogk# D

root# ldone PvZ -5
root® reboot

NOTE: after modifying an
iIOS application (and re-
uploading it to your device),
you will need to “sign” it with

 “ldone” (from Cydia)

Your device will probably
need to be restarted before

the app will run

hrhrhrhrhrhrhrrkrFrFrk
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all. HypnZA < 5:19 PM

zyngawf 7383918 played
LIEVE for 20 points

NOTE: after modifying an
iIOS application (and re-

uploading it to your device),
you will need to “sign” it with

| “ldone” (from Cydia)

Your device will probably
need to be restarted before
the app will run

The game WordsWithFriends
has a “isValidMove” method...

Send the word ‘HOXINUFS’?

No Yes

J I.n]
"'
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|aii_HypnZA = 3 5:19 PM 53 % (b

| NOTE: after modifying an

T ) . e

N, HOXINUFS for 60 points [ON appllcatlon (and I'e-
uploading it to your device),

you will need to “sign” it with
“Idone” (from Cydia)

k. L E T Hm
. ~1y

pr— E1Hﬁ - ~ \@

v oL |

r— 1 7 -~ ~ ejr ~ ~

Your device will probably
need to be restarted before
the app will run

The game WordsWithFriends
has a “isValidMove” method...

.. which could be set to
always return true - the
server, and other clients,
don’t seem to care!

A HA'S JIN'T
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bzyngawf_... 20 |
75 letters left
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Recommended Reading:

. “Exploiting Online Games: Cheating Massively Distributed
Systems’ - Greg Hoglund & Gary McGraw

. “Hacking and Securing iOS Applications” - Jonathan Zdziarski

. Forums:
http://www.blizzhackers.cc & http://www.mpgh.net/forum/

uﬁ.ﬂf
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Real world concerns?

|. Bypass string terminators in saved games to buffer overflow and
root devices! (eg: PSP - http://pspslimhacks.com/psp-6-20-save-
data-exploit-released-hello-world-6-20/)

. Send malicious (code execution?) instructions to multiplayer
clients (eg: Starcraft forced map download hack)

. Send X8S or SQL injection to “high score” severs not checking
or filtering input

uﬁ.ﬂf
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Thanks!

Questions!

L B L
"" "I'
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